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WIRELESS COMPUTER NETWORK SIMULATION IN CISCO PACKET 

TRACER 
 
The paper considers the simulation of a local area network that uses the IEEE 802.11 standard in Cisco Packet Tracer. A 

representative sequence of steps for creating a local area network, consisting of a personal computer PC - PT, laptop Laptop - 

PT, switch Switch - PT and access point AccessPoint-PT. A twisted pair cable is used to connect the network equipment. The 

cable part of the network is based on the 100BaseTX standard. The wireless part of the network uses the WPC-300N module and 

supports IEEE 802.11n standards but can also support 802.11b and 802.11g. Static addressing with network ID 192.168.1.0 and 

subnet mask 255.255.255.0 is selected for network configuration. The modern WPA2-PSK protocol is used for authentication, 

and the AES protocol is used for encryption and thus a high degree of data protection and security is achieved. 
                                                             

Introduction. Modeling of computer networks 

is of great importance in the process of their 

design and research [1][2]. Modeling of computer 

networks allows you to anticipate possible 

problems in the work, to check the various ways 

to solve problems and thus significantly reduce 

the time of network design. 

Analysis of recent researches and 

publications. Modeling is of particular 

importance in the development and research of 

wireless networks [3]. The Cisco Packet Tracer 

application, developed by Cisco, is recommended 

for use in telecommunications networks and 

network equipment, as well as in laboratory works 

in higher education [4][5]. 

Cisco Packet Tracer allows you to configure,  

and design a high-complexity computing network. 

In the simulation mode, you can graphically 

observe the process of moving packets, the 

protocols used, and so on. With this software 

product, you can build and configure networks 

and troubleshoot them. Packet Tracer provides an 

opportunity to present the latest technologies in 

more detail, thus making the learning process 

extremely useful in terms of learning the material. 

Cisco Packet Tracer is specifically designed for 

the study of modern telecommunications systems, 

and more than other simulators meets this task. 

This simulator allows you to design your own 

networks, creating and sending various data 

packets, save and comment on your work. 

Students can study and use network devices such 

as second and third level switches, workstations, 

determine the types of connections between them 

and connect them. Once the network is designed, 

you can proceed to configure the selected devices 

using terminal access or the command line. 

Aim. The main goal is to develop a block 

diagram of a computer network that contains a 

some number of computers and is based on IEEE 

802.11 standard. We have to confige the computer 

network using static addressing. We have to 

perform network traffic flow simulation in a 

computer network simulation environment.  

Results. For clarity, different segments of the 

local network, which, for example, are in different 

rooms, can be divided graphically, Figure 1. To do 

this, in the Cisco Packet Tracer window from the top 

menu, you can select the command Tools - Drawing 

Pallete and use the Rectangle tool to draw rooms in 

the form of rectangles. You can also specify 

numbers or names for these rectangles. 
 

 
Fig. 1. Different segments of the local network 
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The IEEE 802.11 (Wi-Fi) standard must be used 

to enable the connection of mobile devices. But in 

this work it is better to take not WiFi-routers, and 

WiFi access points. Setting up WiFi routers is more 

complicated and creates an additional local network. 

WiFi access points in Cisco Packet Tracer are called 

AP - PT, AP - PT-A, etc. 

Consider setting up an AP-PT access point. Let's 

create the simplest local network consisting of a PC-

PT personal computer, Switch-PT switch, AP-PT 

access point and Leptop-PT laptop in room №1. 

Place everything in the work area, connect the 

cable "Copper Straight Through" (copper straight) 

PC-PT and AP - PT to the switch. Configure PC-PT 

(see Lab. Work 4) and use Place Note to sign the IP 

address and subnet mask PC0, as shown in Figure 2. 
 

 
Fig. 2. Use the AP-PT access point to create a 

WiFi network. 
 

Next, go to the AP - PT access point, go to the 

Config tab in the Port 1 interface, select the 

WPA2-PSK authentication protocol, enter Pass 

Phrase passpass, leave the AES encryption type 

and close the configuration window. 

In order for the laptop to connect to the 

network via WiFi, it is necessary to insert the 

WPC-300N module. To do this, go to the laptop, 

turn it off, drag the PT-LAPTOP-NM-1CFE 

module from the laptop slot to the lower right 

corner of the window (see Fig. 3), take the WPC-

300N module from the Modules list and drag it to 

the free laptop slot. Next, turn on the laptop, go to 

the Config tab on the Wireless0 interface and 

enter the same parameters as for AP - PT: WPA2-

PSK, Pass Phrase passpass, AES encryption type. 

Then in the IP Configuration section, switch from 

DHCP to Static and enter the IP address 

192.168.1.2 and the mask 255.255.255.0. 
 

 
Fig.3. How to move a module from a laptop slot. 

 

If everything is done correctly, a connection 

will be established between the laptop and the 

access point (Fig. 4). 
 

 
Fig. 4. Wireless connection between the access 

point and the laptop. 

Cisco Packet Tracer makes it easy to check for 

connectivity and setup. Select the message icon (Add 

simple PDU) on the additional toolbar and click first 

on the transmitter computer and then on the receiver 

computer. The ping command will be executed - to 

view the result, click on the triangle icon in the lower 

right corner of the window. The panel shows the 

result of the ping command - successful, so we set up 

the computer network correctly. 
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Conclusions. The modeling, creation and 

testing of the local network was performed using 

the IEEE 802.11 standard. The network ID is 

selected from the reserved blocks of IP addresses 

for local networks. After the creation of the local 

network, its functioning was checked.  

Modeling a local computer network can 

significantly speed up, improve quality and reduce 

the cost of its design and implementation. Further 

research can be conducted in the direction of 

modeling heterogeneous computer networks.
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